Guardium

SAFEGUARDING DATABASES™

Enterprise Database Security &
Monitoring: Guardium Overview

Phone: 781.487.9400

Email: info@guardium.com




Guardium: Market-Proven Leadership

Enterprise platform for securing critical data across your database & application infrastructure.

Most widely-used solution for database activity monitoring, security & auditing.
Safeguarding 100,000+ databases in the most demanding datacenter environments worldwide

100% visibility & intelligence -- with no impact on performance or IT infrastructure.
11 patents pending in database security, monitoring, logging, access control, analytics and storage

DBMS Applications oS DB Protocols Authentication Technology partners
- Oracle - Oracle EBS - Solaris -TCP - LDAP _BMC

- Microsoft - PeopleSoft, JDE - HP-UX -IPC - Kerberos _IBM

- IBM DB2 - Siebel - AIX - SHM - RSA SecurlD - EMC

- IBM Informix - SAP - z/0S - Named Pipes .

- Sybase ASE, IQ - Custom & other - Linux - Oracle BEQ HE&N (r(r:;rl]lg:ra?sg)
- Others packaged apps - Windows - TLI PP yp
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“Dominance in this space” “5-Star Ratings: Easy installation, “Enterprise-class data CIsco
#1 Scores for Current Offering, sophisticated reporting, strong security product that should be Strategic
Corporate & Product Strategy policy-based security.” on every organization's radar." Investor




FORRESTER

* “Dominance in this space.”
» “A Leader across the board.”
» #1 score for Architecture

» “Leadership in supporting large
heterogeneous environments,...
high performance and scalability,
simplifying administration ...and
real-time database protection."

« “Strong road map ahead with
more innovation and features.”

Strong

A

Current
offering

Weak

Highest Overall Score for Current
Offering, Corporate & Product Strategy

Risky Strong
Bets Contenders Performers Leaders
Guardium | « |
Imperva
Tizor Systems »
Application Security—
é;?
RippleTech =
- . Lumigent
IBM Consul . *'Technologies
InSight — «
Symantec
Embarcadero
Technologies
IBM DB2 AME (=) [+ ) Oracle
sybase x:x . Microsoft
[« )1BM DB2
Market presence
—_'.—
SORCE « | Full vendor participation

Weak

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of
Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is
plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not
endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available

resources. Opinions reflect judgment at the time and are subject to change.

Strategy = Strong

Source: “The Forrester Wave™: Enterprise Database Auditing
and Real-Time Protection, Q4 2007” (October 2007)

Guardiunr



Top Data Protection Challenges

Where Is my sensitive data located &
who Is using it?

How can | enforce access & change
control policies for critical databases?

How do | simplify & automate compliance?




Top Regulations Impacting DB Security

CobiT National GLBA ISO NIST

. - obi PCI Data CMS 17799

Audit Requirements | 5oy | pss Privacy | ARS i | @asel | NERC | 80088
aws 1))

1. Access to .Sensitive Data v v v v v v

(Successful/Failed SELECTS)

2. Schema Changes (DDL) v v v v v v v

(Create/Drop/Alter Tables, etc.)

3. Data Changes (DML) v v v

(Insert, Update, Delete)

4. Securi'yy Exceptions v v v v v v v v

(Failed logins, SQL errors, etc.)

5. Accounts, Roles &

Permissions (DCL) v v v v v v v v

(GRANT, REVOKE)

DDL =
DML =
DCL =

Data Definition Language (aka schema changes)

Data Manipulation Language (data value changes)

Data Control Language




The Data Security Challenge: Limited Controls =>
Undue Risk

Privileged Users

Perimeter

Partners Firewall

P ORACLE
Application

Users & Potential SAR %
Hackers . w
IDCEDWARDS Complex SYBASE

IEBEL. .

ISt Heterogeneous Informix

eopledott. _
ORACLE" Environments

E-Business Suite



Address Security, Risk Management & Compliance

Ml - « Changes to DBs (schemas, data, configurations)
Privileged e Access to sensitive data
User Activity  « Permissions & elevation of privileges

Secure Web & ¢ Pooled connections (Oracle Financials, SAP, etc.)
Application  End-user fraud
Server Requests _ .
» Potential hackers (e.g., SQL Injection)

Simplify * Silos of database logs
Complex e Multiple OS & DBMS platforms (distributed & MF)
Environments , piyerse connection mechanisms (local & network)
e Separate compliance initiatives & retention needs



Guardium Solution: Addressing Key Stakeholders

@
COMPLIANCE APPLICATION
SECURITY AUDIT & DATABASE
OPERATIONS
v' Real-time policies v’ Separation of duties v Minimal impact
v’ Secure audit trail v’ Best practices reports v' Change management
v' Data mining & v' Automated controls v Performance optimization
forensics

Guardium: 100% Visibility &

Unified View

Guardiunr



100% Visibility & Intelligence

management applications

Real-time SQL Audit log data

: Database
event data repository

servers

Network collectors and/or
host-based probes

Corporate
network

Non-invasive
Cross-platform
Centralized
Automated

Web/app
servers



Scalable Multi-tier Architecture

Monitor .

Customers/ R
Partners 8

Remote
Locations

Fr Data Center

GAl ACCESS

Vionitor



Database Security, Risk Management & Governance Lifecycle

* Discover all databases, * Vulnerability assessment
applications & clients  Configuration assessment

- Discover & classify Discover ASsess - Behavioral assessment
sensitive data & & * Baselining

Clas Sify Harden « Configuration Iock-do_wn
& change tracking

* Encryption

Critical
Data

v Infra-
structure

» Centralized

governance N
« Compliance reporting Monitor o 100% V|S|l§)|||ty
« Sign-off management 8 * Policy-based actions

* Anomaly detection
Enforce  Real-time prevention
 Granular access controls

» Automated escalations
» Secure audit repository
 Data mining for forensics
» Long-term retention




Proven Vision

V3 V4.
¥v" Adds support for SQL 4

Server and Sybase

Enhances network monitoring
with host-based agent for local

Accelerator

v access monitoring (S-TAP, Ve6:
Efé?:éfﬁ;;otgosiﬁ?iﬁzem patent-pending) el v Enhqnce;s S-TAP with universal local-access
tructured st tent- v" Adds behavioral security monitoring (Bequeath, etc.)
;enging Stofage (paten assessment & access map, real- v" Authentication for LDAP, RSA SecurelD
v Adds SQL parsing time policy-based access control v Application user mon itOl’iﬂg for Siebel & SAP
¥ Adds alerting & reporting v’ Database firewall v’ Change Audit System
¥v' SOX & PCI Accelerators v" Data discovery & classification
A v" Data extrusion policies
Guardium founded to 1 \f/’ Elcident Mage:iger o
; ; nstructured data monitoring
de‘;.?::f st‘if'i’::iuff::y s Named Cisco makes v" External data connector ¢
. : “Hot Pick” by strategic v" Direct archiving to IBM TSM & EMC Centera
enterprise data security Information Security investment
Magazine 162M records
breached in 2007
2002 2003 2004 2005 2006 2007 2008
V3.5 V3: Forrester -
g v Add rt for IBM Recognizes :
v ¥ Adds support for IBM - i Guardiom 28 *A v 'DB2 on 208
v Oracle support DB2 UDB v Application user Leader across the ¥' More ...
¥" Passive monitoring v" Compliance workflow monitoring for Oracle ?1‘Oar:d" tWlih thﬁ:
with flat file lo tomati EBS, PeopleSoft, Ighest overa
storage ¥ v zu Omell on : JDE + custom apps scores for Current
entral aggregation v Encrypted traffic Offering, Product
v' Central management monitoring: Kerberos, ~Strategy & Corporate
SQL Server, SSL, Strategy 4
TLS _
v Monitoring for bind Forms strategic
values, Full SQL, partnerships with
Stored Procedures Neon Enterprise
v Data Privacy

Software (mainframe
support) and NetApp
(encryption)



Case Study: Global Manufacturer with 239% ROI

'I'M'-dllw: Impact™ Of
Monitoring,

Security and Auditing

Fat 45

A Glotl Comsasman PrackaTs Comyny

 Who: F500 consumer food manufacturer ($15B revenue) R
* Need: Secure SAP & Siebel data for SOX
— Enforce change controls & implement consistent auditing

« Environment: SAP, Siebel, Manugistics, IT2 + 21 other KFS; —
Oracle & IBM DB2 on AIX, SQL Server on Windows

* Results: 239% ROI & 5.9 months payback (see Forrester Consulting case study)

— Proactive security: Real-time alert when changes made to critical tables
— Simplified compliance: Passed 4 SOX-related audits (internal & external)

» “The ability to associate changes with a ticket number makes our job a lot easier.
The other products didn't have that capability to automatically put in an associated
ticket number with the activity that was going on within the database, which is
something the auditors ask about.” Lead Security Analyst

— Strategic focus on data security: “There’s a new and sharper focus on
database security within the IT organization. Security is more top-of-mind among IT
operations people and other staff such as developers. We now have a clearer focus

on security and compliance, promoted in large part by the presence and operation of
the Guardium product.”



Financial Services Firm with 1M+ Sessions/Day

* Who: Global NYSE-traded company with 75M customers

Need: Improve database security for SOX compliance & data governance
— Phase 1: Monitor all privileged user activities, especially DB changes.
— Phase 2: Focus on data privacy.
Environment: 4 data centers managed by IBM Global Services
— 122 database instances on 100+ servers
— Oracle, IBM DB2, Sybase, SQL Server on AlX, HP-UX, Solaris, Windows
— PeopleSoft plus 75 in-house applications
Alternatives considered: Native auditing
— Not practical because of performance overhead; DB servers at 99% capacity
Results: Now auditing 1M+ sessions per day (GRANTS, DDLs, etc.)
— Caught DBAs accessing databases with Excel & shared credentials
— Producing daily automated reports for SOX; sign-off by DB & InfoSec teams
— Automated change control reconciliation using ticket IDs

— Passed 2 external audits



Major Retailer with Multiple PCIl Requirements

 Who: National retailer with 6,000 stores

Need: Address PCI-DSS & protect cardholder data
— without impacting performance or creating more work for DBAs

Environment: Multiple data centers with Oracle, SQL Server, Sybase, Informix
Alternatives considered

— Native auditing
— DB monitoring appliance from major security vendor
Results

— Compensating control for PCI-DSS Requirement 3.4 (V1.1 Appendix B)
» Restrict access to cardholder data based on IP address, application, ...

» Restrict logical access to the database independent of LDAP
* Prevent/detect common application or DB attacks (e.g., SQL injection)

— Requirement 6: Maintain secure systems
» Enforce change controls

— Automated solution for PCI-DSS Requirement 10
* Track & monitor all access to cardholder data



Why Enterprises Choose Guardium

 Most widely-deployed solution
— Continuously enhanced since 2002, based on real-world enterprise feedback

 Most scalable enterprise architecture

— Federated multi-tier system, intelligent data management, efficient storage
— Virtually anything can be automated ...

* Most flexible
— Multiple collection options, configurable policies, drag-and-drop reports, ...

* Broadest support for heterogeneous environments
— Database & OS platforms, enterprise applications, LDAP, authentication, ...
— Both network & local access (privileged users)

* Richest set of applications

— Security & forensics, auditing & compliance reporting, change control,
automated workflow & oversight, sensitive data discovery, data mining,
correlation...
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Database auto-discovery

uardiumisatesilemosi\dccessilaps ASVE - MICTOS0 nternet Lxplorer =l
@Back ~ ) - ¥ [2] (0 O search v Favorites @ Meda £ (- L BH ) & 3 © Fle Edit View Favorkes  Tools  Help
10.10.10.*
192.168.1."
ORACLE ﬂﬁ::::—_ - = glelllgl ——— — =—— TOAD
192.168.1.100 | 192.168.1.183
15QL
10.10.10.3
|
. e T S — CRM
e 10.10.10.3
10.10.20.3
IR = CRM
e - 10.10.10.1
drill dowin.. e r::
4 e MKTG_PROD
ORACLE ﬂ o e T Vs | 10.10.10.2
10.10.201 # P
Drill-down
Guardium —
SYBASE 2 i Client IP Server IP DB User Name DB Protocol Source Program Database Name SQL ¥erb Object Name Total access
10.10.20.2 | ] 10.10.10.1 10.10.20.1 SYSTEM TODS_MS CRM MARS INSERT  ADDRESS 2
. 10.10.10.1 10.10.20.1 SYSTEM TODS_MS CRM EMPLOYEE INSERT  PHOME 4
10.10.10.1 10.10.20.1 SYSTEM TODS5_MS CRM MARS INSERT  #EW_CUST 2
10.10.10.1 10,10.20.1 SYSTEM TDS_MS CRM CUSTOMER INSERT  @Counter 2
10.10.10.1 10,10.20,1 SYSTEM TDS_MS CRM MASTER INSERT  @Reports 4
10.10.10.1 10,10.20.1 SYSTEM TDS5_MS CRM EMPLOYEE INSERT  CHAR 2
10.10.10.1 10.10.20.1 SYSTEM TODS_MS CRM EMPLOYEE INSERT  EMP 2
10.10.10.1 10.10.20.1 SYSTEM TDS_MS CRM MARS INSERT  CUSTOMERS 4
10.10.10.1 10.10.20.1 54 TODS_MS CRM SECURITY UPDATE  USER_RIGHTS 2
10.10.10.1 10,10.20,1 SYSTEM TOS_MS CRM FINAMNCIAL UPDATE LEDGER g

Records: 1 To 10 From 10 5 | |

Shaw Aliases: OFF




Data discovery & classification

s
Classification Policy Hame: Crdit Card Info Clazzification
Category: Credit Card Info
Classification: Top Secret
Description: Mapping of all information =ources on CC stored in the databaze

# AddRule. | 3@ RemoveSelected | = ExpandAll | S CollapseAl | SelectAll | H Unselectall |
[ 1 uerpmictme |contmeonuacnf

Table Type: Table, View ‘
Table Name Like: %:0C%
Column Name Like:

Table Type: ; il
Users: (Group) DB Predefined Users Bule Name |ru|e 1 |

Grant Type: sslect
With Admin Option: trus
1 Action: Log Policy Violation
]

Category | Credit Card Info |

Classification | Super Secret |

Description |r|.|le 1desc 5

Table Type: Table
Table Name Like: Continue on Match

Data Type: Text
Column Name Like: Rule TYP® @) catalog Search () Search By Permizsions ) Search For Data
Minimum Length:
Maximum Length: Table Type |:| Synonym D System Table Takls Wiew
) Search Like: Table NHame Like |"."ECC% |

Column Hame Like |%nurn"ai- |

& Cancel |

| 4k NewAction |

B )

@’ @ E] 2 Aler Daily (Create Accezs Rule)

Q@ Cancel o Accept




Vulnerability assessment

Test Scores This Period
Chish graghss for detalla

i
o Thereshadid
=weihin Limiit

2 il i Whie i id

o A" % A e .
L
P e fpf PO
cﬁf fﬁ ;‘“ éf ﬁ‘y
é\:& §, ¥ n g é&'




Track database configuration changes

SORACLE_HOWME/zoap/bins * File Pattern 12h
S0ORACLE_HOWE/zy=man/admin/OMSRepositoryConstraintz properties File Pattern 12h
SO0RACLE_HOWME/zy=zman/config/ *properties File Pattern 12h
S0RACLE_HOMExdk/admin/xml.properties File Pattern 12h
ORACLE _BASE Envircnment Variable 12h
ORACLE_HOME Envirenment Variable 12h
ORACLE_ZID Environment Variable 12h
TNS_ADMIN Envircnment Variable 12h
zelect * from dba_db_links SQL Script 12h

&f (&) [ (o] [&] [&] [&] [&] [«
el @ @ @ @ « [« [«

200+ pre-configured knowledge templates

Configure CAS for all major OS/DBMS configurations
templates
i Track CAS
resulls Configuration Change History
Configure CAS
hosts - Defing how information . e . .
&= should be presented Start Date: 2007-04-30 14:25:18 End Date: 2007-08-08 14:28:18
| 5-Tap Host OB Server Type DB Port From DB Port To DB ClientIP DB Client Mask Timestamp
Track changes fo 192168200 108 ORACLE 1524 1521 192168200 108 255255255 255 2007-08-02 14:54:48
CAS configuralion 192.168.200.108 SYBASE 4200 4200 127.0.0.1 255,255,255 255 2007-03-02 14:54:48
QO Rﬂmrds:Tus From & €§5 h H E
Tigh CAS bemplabe st config [ CAS resubs bracking builder @ report builder
S 045 bt conlig El 00 confiy, Lracking buider



Baselining to identify anomalous behavior

e Automatically suggests rules
based on profiling

 Prevents unusual activities &
attacks such as SQL injection

 Merge new policies as
environment changes

Src App. DB Name

| Cat. Classif,

Sev. Client IP Server |P DB User
ANY  ANY i' 182.166.200.0 / 255.255.255.0 1592.168.200.0 / 255.255.255.0 DB2ZHMON ANY DBZINST1 ANY ANY
05 User Service Name Net. Protocol Field Hame Pattern DB Type Client MAC
ANY ANY ANY ANY ANY ANY ANY
. Object'Command Object/Field = Min. Reset . Rec.
Olbject Command o oD Period ct, i Action Vals, Cont.
EXECUTE REGULAR WORK =
2
DB2 SYS OBJ - o ANY ANY S 0 0 ¥ F ¥
App Event Exists Event Type App Event Str. Val. App Event Hum. VaL. App Event Date Event User Hame
|:| ANY ANY ANY ANY ANY

App. User

Baseline Description |JUN E Production

Sensitivity to Databkase User

Sensitivity Database Protocol
Sensitivity Database Protocol Version
Sensitivity Date-Time

Sensitivity Source Program

Sensitivity Sequence

Minimum number of occurrences for addition to Baseline 1

[285 255 2850 |

Server Network Mask

Client Network lMask !255.255.255.0 |

Tagged Server IP Group | (Public} PCl Authorized Server IPz

|v| & Groups.. |

Tagged Client IP Group | (Public} PCl Autherized Client P2

|£| = Groups... |

Roles

Mo roles have besn sssigned fo this Bsssline (o Roles..

& Cancel

& Comment | Q,Save| Donea|

SEMVEr NeTWOork Mask e |

Client Network Mask ~ |255252 2820 |

Tagged Server IP Group | (Public) PCl Authorized Server IPz

[_1] o Groups... |

Tagged Client IP Group | (Public} PCl Autherized Client IPs

[»] & Groups.. |

Mo roles have besn sssigned to this Bszsline (g Roles..

© Cancel

& comment | q,Save| Doneg|




Monitor & Enforce

Scope
&
Technical
Requirements

Access
Compliance

S



Monitor and ...

.
G“ardlum‘ruu have 1 item on your Audit To-Do list

JPCI nmlemmru DataCIassiﬁcationU mcsl

Overview

10.2 and 10.3 Automation
10.2.1 Data Access
10.2.2 Admin Activity
10.2.2 Audit Trail Access
10.2.4 Invalid Access
10.2.8 Initialization Log
10.5 Secure audit trailz
10.8 Access Auditing

PCI - Invalid Logical Access pts

JOverviewU REG 3 Pro‘te{:‘lU REG 6 Maintainu REG 7 Restric‘lU REG BAssignUIEG 10 Track / Monitor[, ) UREG 1 TestU PCI Policy Monitoringl

Start Date: 2004-07-22 18:07:12 End Date: 2007-04-24 12:07:12

DB User Hame
35BMBC1\WMGamache
abecd
admin
bfederman
bfedermann
bfedermann
bfedermann
Customfpp_PooledUser
DBPOOLEDUSER
damith
DSMMTH
dvalovcin
dvalovcin
gdemodb2\bfedermann
gdemedb2timetaxotos
gdemodb2\n=hapira
gdemedb2inzhapira
gdemodbinzhapira
guardadmin
GUARDUSER

LClient IP
182.168.20.107
152.168.20.222
182.168.20.178
152.168.20.178
182.168.20.107
152.168.20.107
182.168.20.178
152.168.200.110
182168200110
152.168.20.222
182.168.200.101
152.168.20.107
182.168.20.178
152.168.20.107
182.168.20.119
152.168.20.107
182.168.20.107
152.168.20.107
182.168.20.222
152.168.20.222

Server P
152.168.200.110
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.108
152.168.200.109
152.168.200.108
152.168.200.109
152.168.200.110
192.188.200.110
152.168.200.108
152.168.200.108

Server Type
MS SQL SERVER
ORACLE
INFORMIX
DB2
DB2
SYBASE
DB2
ORACLE
ORACLE
ORACLE
ORACLE
DB2
DB2
M3 SQL SERVER
MS SQL SERVER
M3 SQL SERVER
MS SQL SERVER
M3 SQL SERVER
ORACLE
ORACLE

B GleNrUN-]
Count of Exceptions
1
1
1
1
19
3
10
5
3
4
1
1
8
1
3
5
1
4
2
1

Records:[ 1 |To20from54 © @ % b k4 O [

Aliazes: ON

Policy Violations
- iy Smemity
N Momentum W
Totals - o 1288 4ED ,
sk —
(Week) Lot Doy  Prioe Doy ‘Weskly Awg  DBYIAVE, l IHFQ
1]
L Momentum W
L) o 0,767
(cnth) Lt Wk Momhiy Avg  WVERkiAVD. l
Frio Wesk.
PCI - Unathorized Application Access
®®
Start Date: 2004-07-28 18:07:12 End Date: 2007-04-24 18:07:13
Source Program Client I Server IP Server —of
Type Sessions
TXN_PROC 192.168.1.120 15%2.168.2.51 ORACLE &
CUSTOMER_SERWICE_APP 192.168.1.120 192.168.2.51  ORACLE 82

AQUA_DATA_STUDIO

AQUA_DATA_STUDIO

AQUA_DATA_STUDIO
AQUA_DATA_STUDIO

AQUA_DATA_STUDIO

AQUA_DATA_STUDIO
AQUA_DATA_STUDIO

AQUA_DATA_STUDIO

AQUA_DATA_STUDIO

AQUA_DATA_STUDIO

CAORACLEXEWPPORACLEVFRODUCTVI0.Z.0
\SERVER\BINSQLPLUS-J0E

CAORACLEXEWWPPVORACLEVPRODUCTVI0.2.0
\SERVER\BINVSQLPLUS-JOE

SOLPus
SQLPus
SOLPus
SQLPus
SOLPus
SQLPus

Aliazes: OH

1582.168.20.107 182.168.200.108 SYBASE 124

MS SaL
152.168.20.107 192.168.200.109 cERVER 26

MS saL
192.168.20.107 192.168.200.110 ZERVER 11

152.168.20.119 192.168.200.108 SYBASE 21

MEsaL .
192.168.20.119 192.168.200.109 o ov o m 25

M3 SaL
182.168.20.119 152.168.200.110 SERVER 12

182.168.20.178 152.168.200.108 SYBASE 34

MS SaL
192.168.20.178 192.168.200.109 ZERVER 4

M3 5QL
182.168.20.178 152.168.200.110 SERVER 19

152.168.20.222 152.168.200.108 SYBASE &

182.168.1.207 152.168.200.108 ORACLE

152.168.20.222 152.168.200.108 ORACLE

a

182.188.1.207 152.168.200.108 ORACLE
152.168.20.107 192.168.200.108 ORACLE
1562.168.20.110 152.168.200.108 ORACLE
152.168.20.11% 192.168.200.108 ORACLE
1562.168.20.178 152.168.200.108 ORACLE
152.168.20.222 192.168.200.108 ORACLE 54

@r en k3= oon

To20From67 @ @ & b4 O & 5




Enforce with real-time policies

ALERT DAILY
ALEHFENTE FEN SCoosiUN
EALERT PER MATCH

AL I PEE l|||.|: LA RLLLL A DT
ALLOW

ALDIT OMLY

Policy Rules
& Production Policy

1?‘,_ Expand Al L Collapse Al 5 Select All e Unselect Al

x Remove SEIEE | O MASKFD NFTAN S

DROP

IGNORE SESSION

IGNORE S0L PER SESSION

"LOG FULL DETAILLS

LOG FULL DETAILS PER SESSION

| 095 FLILT MFTAN S WITH WAL LIFS

| 03 FLIT MFTAN S WITH WAL LIFS PFR SFSSI0N

Loz OMLY
RESET

= [JL.J& [5] 1Access Rule: Log Full Details for 50X Authorized Access
Cat. Classif. Sev. ClientiP server P
50X Requlated Sensetive <1

05 User

ANY

Service Hame Het. Protocol Field Name
ANy

Object/'Command
Group

ObhjectField

Command
Group

Object Period

SOX Financial
Objectz

App Event Exists

ANY ANY ANY

WWORK

Event Type App Event Hum. Val.

App Event 5tr. Val.

- ANY ANY ANY

= [JL) &2l [E 2Extrusion Rule: Extrusion Credit Card infor
Cat. Classif, ClientIP

Credit Card Records Reztricted . PSFT App Servers PCHAuthorized Server 1Pz

Sev, Server 1P arc App.

AN

src App.

Sox Autherized Clientz” Sox Authorized Servers SOX Authorized =ourcs programs

Pattern

AN ANY ANY

AFTER HOURS

PCl Cargholder DB=2 PClAdmin Users

SKIP LOGGING

DB Hame DB U=zer App. User

ARy ARy Oracle EBS

DB Type
Oracle

Client MAC
ANY

idin. Reset : Rec.
Ct, Nt | DEROR ode

6o 0 & @B ¢

App Event Date

Cont.

Event User Hame

ANY ANY

OB Hame DB User App. User

ANY

Osuser [ B[2][2] 3 Access Rule: Alert on Escalation of Privilege
AN Cat. Classif. Sev. Client IP

Dat{ AMY  ANY i PCl Authorized Client IPs

[3-5H 1H0-SH 3]

Server IP
PCl Authorized Server IPs

05 User Service Hame HNet. Protocol

ANY ANY
Object/Command Group

ANY

ANY ANY
ObjectField Group

ANY

Object Command

ANY

App Event Exists Event Type App Event 5tr, Val.

il ANY

ANY

ANY

Field Name

Period Min, CL
T4

App Event Hum. Val.

LB Name

AN

Src App.

ANY

DB User App. User

Admin Ugers ANy
Pattern

ANY

DB Type
Oracle

Action Rec.Vals, Cont
0 0 &
App Event Date [n. per Match | Name

ANY ANY

Client MAC
ANY

Resetint.




Granular access controls

PCI - Unathorized Application Access
1 141 BN
e Restrict acCesSS tO SENSITIVE | surouemoeorzs 10715 tnavates 0070026 712
. Source Program Client IP server|p  S=2rver  Countof
objects by o] oo
TXN_PROC 192.168.1.120 192.168.2.51  ORACLE &
. CUSTOMER_SERVICE_APP 1921881120 192.168.2.51  ORACLE 82
—_ C“ent |P, MAC address AQUA_DATA_STUDIO 192.182.20.107 192.182.200.108 SYBASE 124
MS 50L
. AQUA_DATA_STUDIO 192.188.20.107 192.168.200.108 ;572" 26
— Domain ID

— Source application
— Time-of-day, etc.

 Groups & LDAP for simplified management

» Flexible proactive actions

— Alerts (SNMP, SMTP, Syslog), log full details, reset
— Blocking mode when installed in-line

— Custom Java actions e.g., account lock-out

— Integration with SIEM systems



Application user monitoring

Start Dabe: 2005-03-11 16:45-05 Ervd Date; 2008-11-11 164508
ADDICATION . Imanssction  System Record Detail 1 Becord Detadl  Begord
Tene liem Hame  User Code ] Change Date 2 Dotal 3
AP SAPE CALLCENTER DOIC ? 800 e or Y 0000000001 LB
AP SAPE Des| poic [ Vo1 w0 9T gonon10002
SAP SAPE QUEL RBENNATAN 7 200 A TeTY 000500000010 KS2SAPLIGSD LTXT
SAP SAPE STAT.PR  RBENNATAN U HRCMPODSO 80D m_;‘“ SEBBOAZEGIS2041 1558200002751 4730
Records: 1 To4 From4 5 h Ho@:E

PSFT Application Access

Start Date: 2006-10-28 12:15:57 End Date: 2006-11-28 12:15:57
Period Start Client 1P DB User Name Application User SOL verl
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM catadmin,,davidr.guardium.com,epsys,psappsrv.exe, INSERT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM catadmin,, davidr.guardium.com,epsys,psappsrv.exe, SELECT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM cindy,,artm.guardium.com,epsys,psappsrv.exsa, INSERT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM cindy,, artm.guardium.com,epsys,psappsrv.exe, SELECT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM exal, davidr.guardium.com,epsys,psappsrv.exe, INSERT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM exal, davidr.guardium.com,epsys,psappsrv.exe, SELECT
2006-11-20 13:00:00 psftoracle.guardium.com SYSADM exal, davidr.guardium.com,epsys,psappsrv.exe, UPDATE
Records: 1ToZ From7 (5 | |H O @ =




Extrusion policies: identify “outbound”
sensitive data

a0z E
i Seart Date: 2007-01-20 13:46:50 End Date: 2007-04-30 13:46:50
| Chont IP Source Program Sarver P D8 User Name mmm
| 192168 1240  JOBC THM CLENT 192 168 200,108 DSMITH
i 152 16820149 JOBC THM CLENT 152 165 200 108 LARAY
192 18220 107 JOBC THM CLENT 152 188 200 108 SYSTEM arm :
i 192 168,200,101 JOBC THM CLENT 192,168 200,108 DSMIH 2179 2
| 192,168 20.107  AQUA_DATA_STUDIO 182 163 200,109 GOEMODETMGAMACHE 1872 2
1&.“222 AQus DATA_STUDIO 152 168 200 108 JOE 1871 -]
: 192 168.20.107 JOBC THM CLENT 192.165.200.108 SYSTEM 1248 24
| 152,488 200.101 JOBC THM CLENT 162,168 200 108 DSMTH 1845 i
i 152 168 200,101 JOBC THM CLENT 152 165.200.108 SCOTT 1644 1
| 152.168.200.104 JOBC THM CLENT 182 168 200 108 DSMmH 1643 3
| 152 HEA 200 1040 JDBC THM CLENT 192168 200 108 DSMmH 1842 1
192 168 200104 JOBC THM CLENT 192 168 200,108 DSMITH 1641 1
152 168200101 JOBC THM CLENT 182 168,200,108 SCOTT 172 1
| 152 168.200.101 JOBC THM CLENT 152 168.200.108 DSMTH 172 &
| 182 162.20.107  AQUA_DATA_STUDIO 152,168 200 108 GOEMOOBZWMGAMACHE 1026 3
‘ Records: 4 To A7 From 47 o | | 09 (@ 58
| Alases: GFF
L




Audit & Report

Scope
&
Technical
Requirements

Audit
Compliance

J




Prove Compliance

-

Config.
Reports
Centralized
\ Audit/Security
9 Repository D> \
Audit trails/
Access reports Proven
Compliance

4

Audit
Information, _J

o = A

Change S
Requ egt S Organization Application
Tickets Data data



Library of “best practices” compliance reports

« 100+ pre-configured reports for data privacy, SOX & PCI
— Based on industry best practices
— Drag-and-drop customization
— Thresholds to identify anomalous activities

« Can be managed by security teams without DBA expertise

JI‘Itruduc’timtu mmePmmDMzaUtamﬁmmﬂrﬂUm Risk/, U-wesﬁgmem nisclusel

One User COne IP [I]L—[ZI \

After Hours Activity
Unautorized Uzer ID Access @ E]
Failed User Login Attempts | Start Date: 2006-10-25 01:15:54 End Date: 2006-10-26 01:15:54
DOL Activity Client IP Server P Server Type SQL Verb Count of Object Hame Total access
DML Activity 192.168.1.108 emp.fin.com INFORMIX DROP TABLE 5 g
Select Activity by Admins | 495 168 1117 accountreceiv.com  ORACLE CREATE TABLE 3 13
Unautorized Client P Activity | o5 1681117 accountreceiv.com ORACLE DROP TABLE 2 12
z[rlal_nf:lr:drsl:twuke 192.168.1.117 fin.operations.com DB2 CREATE TABLE 3 13
192.168.1.117 fin.operations.com DBz DROP TABLE 2 12
192.168.1.121 customer.fin.com  ORACLE CREATE PACKAGE BODY 1 1
192.168.1.121 customer.fin.com  ORACLE CREATE PROCEDURE g 6
192 168.1.121 customer.fin.com ORACLE CREATE TABLE 2 2
192.168.1.133 customer.ops.com  MS SOL SERVER ALTER TABLE 1 1
192.168.1.133 customer.ops.com  MS SOL SERVER CREATE INDEX 2 12
Q O Rrecords:| ¢ |To13From139 QO O a4 O @
Aliazez: ON




Change control reconciliation

« Automatically tag all changes with ticket numbers
(e.g., Remedy)

« Compare changes to authorized work orders

e Detect & report on all unauthorized changes
— No ticket #'s, outside authorized periods, unauthorized IDs, ...

Start Date: 2007-01-12 21:20:08 End Date: 2007-01-28 21:20:08

~ Timestamp TICKET ~ Fullsgl  BUS UNIT APPROVER

2007-01-22 Z0003:29 CHANGE REQUEST 23 creale tabke B3 nl} HR 4812 Change security atiribules per lerminated employes cyche

2007-01-22 20:03:29 CHANGE REGUEST 23 0P table 13 HR 4512 Change securty atributes per termnated emplayes cycis
2007-01-22 18:47-51 CHANGE REQUEST 22 Irop table 2 FIMANCE 7984 A4 table for RIS appication
2007-01-22 18:47-47 CHANGE REQUEST 22 “Teate table 20t) po o nce  7o84 Add table for RS appcation




Workflow automation

e Scheduled & automated tasks

« Example 1: Find sensitive data as
It “migrates” due to ongoing changes
— Find by pattern, table name, etc. — and then:
— Assign classification, alert, add to group, etc. (policy-based)
— Run on reqgular basis to keep security policies updated

« Example 2: Compliance reporting [re=se=
— Automatically generate reports Use an exising Report, Assessment o Prvacy Set 0. *@
— Distribute to oversight team At Process
— Track electronic sign-offs Tracka'ta - = ~
— Escalate when required i VS :*;é@
— Store process trail in secure repository “‘55""’%&?*’“‘*55 At Proces
— Demonstrates oversight process e

for auditors



The Threat Profile Has Shifted

» 75% of threats come from insiders (Forrester)
— 65% of internal threats are undetected
— 60% of enterprises are behind in database security patches
— DBAs spend less than 7% of their time on database security

* Enterprise application & database environments are:
— Complex & heterogeneous
— Critical to business continuity
— Performance-sensitive
— Difficult to change
e Traditional AAA model is insufficient

— Data access activities are invisible to traditional network security
systems



Mainframe solution: Tightly-integrated
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Guardium Security Suite

™

Mainframe apps

(CICS, etc.)

-

Z2000 Appliance

Z-TAP Service

DB2 for Z/OS




Single set of security policies & compliance views for
both mainframe & distributed environments

DB2 for Z/OS

Central Policy Manager
& Aggregator

Oracle, SQL
Server, Sybase,
Informix
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