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Presenter
Presentation Notes
In this presentation, we provide you an overview of the Security Features and Functions found in DB2 for Linux, Unix, and Windows.

This presentation is up-to-date for DB2 Version 10.1
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Agenda

= Jak predejit problémim?

= Jak resit problém?

= Co nikdy nedelat?
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Presentation Notes
This will be the agenda for today’s discussion. 

We will begin by briefly talking about the importance of data security to your organization – and why you should care.  We will then dig into the extensive security related features of DB2 for LUW – and how they fit together as prescribed in the IBM Data Server Security Blueprint. 

Although we will not have time to discuss all the security related features of DB2 for LUW (for example we will not talk about views), we have chosen to discuss eight of the most important as well as the newest. These capabilities make DB2 for LUW one of the most secure database management systems in the industry.

Lets begin.





Information Management

Jak predejit problémum?

= Backup & recovery

= Nastaveni storage

= Autonomni operace

Source : Flowingdata.com
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IT security has been evolving over the last few decades. Physical security has almost always been important since day one: locking the computers away in dedicated locations with access by only authorized internal personnel. In the early 90s, with the assent of the client/server model and the Internet, much of the focus was on securing the network. Starting around 2002, with the proliferation of many viruses, worms, and operating system security flaws, much of the spotlight was on effective host security and properly “locking down” systems. 

Today, with the current rash of high profile data breaches, the focus has turned to securing the data in the place where it resides: the database. This is where the organizations “crown jewels” are all stored –  and has increasingly become the prime target of hackers and insiders looking for these jewels. As the amount of data we are storing is growing, the magnitude of these breaches are growing as well. The 10 largest data breaches since 2000 are shown here taking us up to 2008.

References
http://flowingdata.com/2008/03/14/10-largest-data-breaches-since-2000-millions-affected/10-largest-data-breaches-since-2000/

https://www.privacyrights.org/
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Backup & recovery

= Kruhoveé logovani

 Parametry LOGARCHMETH1 a LOGARCHMETH2 nastaveny na OFF

Primary Log Primary Log Primary Log Secondary Log Secondary Log

"'\.L "'\.L '\.L '\.l

P1 P2 P3 51 52
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So who is stealing the data? Well its actually a lot of different kinds of people. 
Sometimes they are professional hackers, dedicated individuals from outside your organization that target data for financial gain. An example of this are the hackers that targeted TJ Maxx, who first discovered in mid-December 2006 that their computer systems were compromised and customer data was stolen. The hackers accessed a system that stores data on credit cards, debit cards and checks.
Sometimes they are good old fashioned physical thieves, who target computers, laptops, disk drives or portable media (optical disks, tapes, etc.) again for financial gain. They might not know how to extract the data themselves, but their buyers will. An example is the thief who stole a tape from the car of an Accenture intern on June 10th 2007. The stolen tape contained state agency bank account numbers, bank names, and types of accounts.

References : 
http://online.wsj.com/article/SB120664225435369131.html?mod=googlenews_wsj
http://www.msnbc.msn.com/id/17871485/ns/technology_and_science-security/t/tj-maxx-theft-believed-largest-hack-ever/#.TzAm8YGQ_SQ
http://www.informationweek.com/news/199203277
http://www.ct.gov/governorrell/cwp/view.asp?Q=395426&A=2791
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Backup & recovery

= Archivni logovani

e Parametry LOGARCHMETH1 nebo LOGARTMETH2 nastaveny na ON

ONLINE ARCHIVE: ACTIVE LOGS:
Contains information for Contain information for
committed and externalized non-committed or non-
transactions. Stored in the axternalized
ACTIVE log subdireclory. transactions.

\ //\
Dalabase \ ( \

(manual copy. useraxit,
Tivoli Storage Manager,
3™ party product)

OFFLINE ARCHIVE:
Archive mowved from ACTIVE
log subdirectory

Update db cfg using logarchmethl DISK:/u/dbuser/archived_logs
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As a response to help protect the public, many governance regulations have come into existence that no longer wait for organizations to do the right thing to protect data: they are mandating good practices. Some of them are government enforced regulations, such as Sarbanes-Oxley (SOX) and Basel II, and some of them are industry regulated such as PCI-DSS. 
Some of the major ones include: 

Payment Card Industry Data Security Standard (PCI DSS or just PCI): Protection of credit card data 
Sarbanes-Oxley (SOX): Integrity of financial data, Confidentiality of forward looking financial data
Health Insurance Portability and Accountability Act (HIPAA): Confidentiality, integrity and availability of patient health information
Data Breach Disclosure Laws: Notifications and investigations of security breach of Personally Identifiable Information (PII)
Gramm-Leach-Bliley Act (GLBA): Protection of consumer information for financial industry
Basel II: Banking laws and regulations around risk analysis
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Backup & recovery

Zaloha databaze

Online — pouze full db backup, nutno zapnout archivni logovani

Offline — inkrementalni, delta, full backup, archivni i kruhové log.

BACKUP DATABASE <néazev_databaze>[ TO <cesta> ]

db2 BACKUP DB sample TO C:\BACKUPS ONLINE COMPRESS INCLUDE LOGS

Alias Instance Rok Den Minuta Sekvence
| | N
SAM PLE.?.DBZ.NODIEUOUU.CATNUU 00.20101 I1 281 ?551|1 .001
|
Typ Uzel Katalogovy uzel Mésic Hodina Vterina

D [[[HY7E
- W 00 ' p



Presenter
Presentation Notes
Even in security conscious companies, that are willing to invest into proper data security practices, many of the databases still remain insecure. Why? Many of the reasons mentioned here including:

Security concerns many times come a distant fourth when compared to the all important need for features, scalability and above all performance
DBAs are not security people and many people on the security team do not know a lot about databases
Many organizations have not sat down and identified the threats that can cause data to be compromised from their databases
Many times database vendors present their security capabilities as features – without fully explaining where and how this feature should be used and what threats it should be used to counter (yes we have been guilty of this on many occasion as well). 
The blind reliance on lower (or higher layers) of technology to provide security. My network is secure, or my business tier is secure, so why worry about the database? This is dangerous since security should always be layered; without a data security layer you are rewarding attackers that have successfully penetrated earlier layers with an open door. As well it leaves the database vulnerable to direct attack from privileged insiders (i.e.. the DBA) who can just connect directly to the database and steal all the data. Lastly, if a breach were to occur and higher level layers were breached, would you know what was stolen? Assuming that the database is protected and leaving the database as an open door, usually means monitoring and auditing are minimal at this layer and find yourself blind after a breach (What was taken? When did it happen? How long did it last? Etc.).
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Backup & recovery

Obnoveni databaze

e Obnoveni po havarii nebo restartu
 Obnoveniverze nebo obrazu

e Obnoveni roll-forward

RESTORE DATABASE <nazev_databaze> [from <cesta>] [taken at <€as.razitko>]

RESTORE DB sample FROM <cesta> TAKEN AT 20101128105511
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Effectively protecting your database from the threats outlined earlier require the proper security features and tools. 

The recommended countermeasures that address each of the aforementioned threats include the following Data Server security features all found in DB2 for LUW

Authentication
Authorization
Database Roles
Trusted Contexts
Label-Based Access Control 
Row/Column Access Control
Auditing
Encryption

Lets dig into each of these security features in turn. 
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Nastaveni storage

Separace tablespace

* Separatni tablespace pro LOBy

» Separatni tablespace pro indexy

Table A

Table B

+ separatni bufferpooly

/ Table space MYTBLS1
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We begin with Authentication … who can access the system.


Information Management

Nastaveni storage

db2 create bufferpool testbufpool pagesize 32k

db2 "create tablespace tblspc pagesize 32k managed by automatic storage
using (‘/data/db2inst1l/NODEO000/dbname/T0000002/")" bufferpool testbufpool

Table space management

e System Managed Storage
 Database Managed Storage

« Managed by Automatic Storage

- Y oo - ; p
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Authentication is the first layer of defense when someone is trying to access data from the data server. It is the process by which the identity of the user is validated – by challenging one to proving they are who they say they are. 

Authentication is always performed outside of DB2 : this is done via a authentication security plug-in. By default this is a plug-in that integrates with the password based authentication from the operating system. However note that this architecture provides a lot of flexibility and increased security by allowing other modes of authentication that make sense in your environment: whether that is Kerberos, LDAP, or even a custom build GSSAPI compatible plug-in (Generic Security Services Application Programming Interface).

The authentication type is easily selected via the appropriately named ”AUTHENTICATION” database manager configuration parameter. The major supported types are listed on the slide.
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Autonomni operace

Automatic database backup (AUTO_DB_BACKUP) =ON
Automatic table maintenance (AUTO_TBL_MAINT) = ON
Automatic runstats (AUTO_RUNSTATS)= ON
Automatic reorganization (AUTO_REORG) = ON

UPDATE DB CONFIG USING AUTO_MAINT ON AUTO_TBL_MAINT ON AUTO_RUNSTATS ON
AUTO_REORG ON

STMM = Self tuning memory manager

db2 update dbm cfg using instance_memory automatic
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Having authenticated, we now move to authorization. What can I do now that I have been verified to be who I say I am.
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Jak resit problém?

1. Nastal problém

2. Identifikace problemu

An Error Has Occurred
In The Application

v o , . Class: SQLData
3. Resenl prOblemu Method: GetDataView

S0OL Stmt: exec dbo.gb_getstutaskhist 10028267, 1010213, 82672009, 10/30
F2009°, 1000411
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The second step of access control is called authorization. 

This is a process that involves checking if a user has the necessary permission to execute the attempted command, SQL statement, or API. This authorization occurs every time a user attempts to perform an action on the data server. 

Users obtain permissions from 3 sources: permissions held by their authorization id directly, those held by any group or role that the user belongs to, and those permissions that are held by the special group PUBLIC (which go to every user of the database). The users total permissions are a union of permissions acquired from all 3 sources. 
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Jak resit probléem?

Vysoka dlezitost

PIC
‘ IBM forum
APARYy

NizsSi dllezitost, vystrahy, IDUG

varovani, informace
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The SECADM group is a group useful for separation of duties. It can own all the security administration for a database. This slide highlights some of the finer points of this authority.
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Identifikace problému

db2 ? command

(T T ..:uﬁi
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Ve vstupnim prostoru je otaznik, | S
za kterym nasleduje kéd chyby.
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= wwmealE fr BT "_I-
Vice informaci o chybé se zobrazi | o
ve vystupni oblasti. (I S
e e et .
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It is easy to get the two main levels of access control – Authentication and Authorization - confused, so lets quickly summarize by looking at an example. 

Authentication is the first level, and is the process by which we validate that Mary is actually Mary. This is most commonly done by validating the provided password at the operating system level. 

Once Mary is successfully authorized, she attempts to run a SELECT statement on the table “mytable”. This bring us to a second level of access control. DB2 will check to verify that Mary is authorized to perform that action : specifically DB2 will check if Mary possesses the SELECT privilege either obtained through her user id, any group or role she belongs too, or (god forbid) if this privilege has been granted to PUBLIC. 

Once DB2 has verified that Mary possesses this privilege, it will allow the SELECT to continue and return the result set to Mary.
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Identifikace problému

Administracni notifikacni log

» Poskytovani diagnostickych informaci o chybach v bodé selhani
» Vsystémech Linux/UNIX je to textovy soubor pojmenovany instance.nfy

* Ve Windows se viechny adm. notifikace zobrazuji v Event Logu
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Database roles are our next topic. They are an “in database” defined ‘grouping’ of users and actions those users can do.
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ldentifikace problému

db2diag.log

* Detailnéjsi informace nez notifikaéni log

e Pouzivano supportem nebo zkuSenymi DBA

Support miize vyzadovat jeho zaslani

Level: Be concerned when you see

Timestamp when the problem occurred “Cavera” or "Error here.
] E 100 x|
Wind( o= g rome pes p | -
<|7008-09-03-08.17.46.078000-240° 1 382107H521 < LEVEL: Warning
PID  : IS52 TID : 6632 (F'Iﬂj—'__i:lﬁlf_p exe
INSTANCE: Eaz ) DSDBGSIEIT?EDE : 000
i APPID : *LOCAL.DEZ.
Wind EDUID : 6632 k3
FUNCTION: DEZ UDB, Automatic Table Maintenance, Application name

Applic |atmTable::tocal_stats_out_of_date, probe:l00
{MESSAGE : ECF;OEBDGDDDDZ--H?BMSIED-ECF FATLED -
T Faile _—

DATA #1 : <preform —
AutoStats: For NICKMNAMH ARFCHONG.FEDTEST: Bad read of remote table stats_time:
Linux valid stats time flag

(INST l

Error message information. Use any of these for searching in “Google®
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Database roles are an important feature of DB2 for LUW that can simplify the administration of privileges inside of a database. Since complexity is the enemy of security, this plays an important part in increasing security of the database as well. 

A role is a database object that groups together one or more privileges or authorities. This role can subsequently be assigned to a specific user, group of users, a group of groups, the default PUBLIC group, or to another role (i.e., nested roles). The Security Administrator (SECADM) assigns roles using the standard SQL GRANT statement. 

As I mentioned, the big advantage of using roles is simple: it can dramatically ease the management of privileges in the database. 

Of course it is possible to grant individuals the privileges they need directly. However, what if you have 100 users and 1000s of tables? What is the likelihood that the security administer or DBA is going to get every privilege correct, and more importantly keep them up to date as people’s job roles and their “need to know” changes? 

Roles can make this job a lot easier – especially for organizations that have a lot of job churn.
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Reseni problém

IBM Support

1. Prihlaseni do Passport Advantage

e Zadani PMR/Service requestu

2. Volat na helpdesk

IBM Passport Advantage

Passport Advantage Online

EESREE 5150 6\

Program overview Passport Advantage Online

For customers For Business Partners

Passport Advantage Online offers customers a secure Web experienc

manage their Passport Advantage accounts online

|—} Customer sign in I

Home  Solutions -  Services- Products - Support & downloads - My IBM -

Welcome Dawd Hablewitz [MNot you?] [ IBM Sign out |

+ G to quick start

Service requests (PMRs)
Support for my selected products

Manage my 6
product list

IBM Service Request for software

Find a produet for your list: = Open a new software service = View draft service requests

,— ° request
Please note the following items before continuing:

- Your selected products . o, et sefect a customer number

~ ;05”25[”_01_915] Traveler } Search for service requests
R ¥ cai
v Software support
{general) [ Edit ] Find the correct service request tool
Share this product Select to find the correct service request tool for all IBM software and
list hardware
send request to
O Overview [United States =
% Downloads Selact type and submit

4 Troubleshooting Hardware ;I

5 :
% Documentation Select product and submit

% Forums & All hardware producls x|

communities

O Planning °sunmn
E5 Installation

Y9 Usage
El Service requests Lo ol oo : Service request help
(PMRs)
2 ci X r Lotus Notes Traveler 8.5.2 -+ Customer assistance fom
? Site assistance -

+ Software support (general) - Service requ sistance

Term

I‘.-‘\.l'llhln my selected prod 'I

My bookmarks o+

Customize this page +

Support resources
Contact support !

Buy support and
services

Other IBM pages +

Product and brand *
links

Site availability @ *+
Site news *

Support feedback ¥
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What about groups? They are a grouping mechanism for privileges as well, that have been around for a lot longer. What is the difference between roles and groups? 

The differences mainly stem from the fact that groups are managed outside of the database, and roles are managed inside the database. This allows roles to solve a few somewhat thorny problems that exists with groups. Namely, privileges and authorities acquired via a group were not (and still are never) applicable when creating views, triggers, Materialized Query Tables (MQTs), static SQL and SQL routines; that means the privileges must have been granted to the user ID directly (read : headache). This is due to fact that DB2 does not know when membership to a group has changed (remember it is handles at the OS level), so for security purposes this was just not allowed. 

Roles allow us to bypass this issue, and since they have all the other benefits of groups and then some, they are the recommended approach for authorization management.
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Reseni problému

Public Information Center = PIC

pro verze 9.5,9.7,10.1

€ 2> D o= [ @ web [picdheibm.cominfocenter/db2luw

IT services Products

[co

Home Business solutions

Search: |backup database Scope: All topics

Search Results

000

Total 500 result(s) found for backup database
B BACKUP DATABASE command - IBM DB2 9.7 for Linux, UNIX, and
Windows
Creates a backup copy of a database or a table space.

BACKUP DATABASE using ADMIN_CMD - IBM DB2 9.7 for Linux, UNIX,
and Windows

Creates a backup copy of a database or a table space.
ADMLBZ7E
There is no space left on raw device used for logging. User must

make an offline backup of the database.

backup_pending - Backup pending indicator configuration parameter
- IBM DBZ 9.7 for Linux, UNIX, and Windows

This parameter indicates whether you need to do a full backup of the
database before accessing it.

db.db_backup_req - Database Backup Required health indicator - IBM
DB2 9.7 for Linux, UNIX, and Windows

This health indicator tracks the need for a backup on the database.
Backups should be taken regularly as part of a recovery strategy ta
protect your data against the possibility of loss in the event o

Performing a snapshot backup - |BM DB2 9.7 for Linux, UNIX, and
Windows

A snapshot backup operation uses the fast copying technology of a
storage device to perform the data copying portion of the backup.
Backup examples - IBM DBZ 9.7 for Linux, UNIX, and Windows

Example L In the following example database SAMPLE is backed up to
a TSM server using 2 concurrent TSM client sessions. The backup
utility will compute the optimal number of buffers. The optimal size

Using a split mirror as a backup image - [BM DB2 9.7 for Linux, UNIX,
and Windows

Use the following procedure to create a split mirror of a primary

[ =

Support & downloads

0

a

i

vIr7/index jsp

* | (

J ~ Ssearch with Google )2 B ﬁn[[':

My IBM 3

Database administration » Interfaces (Tools. Commands. APIs) » Commands » CLP commands

. DB2 Version 9.7 for Linux, UNIX, and Windows

BACKUP DATABASE command

Creates a backup copy of a database or a table space.

For information on the backup operations supported by DB2® database systems between different operating systems and hardware platforms, see "Backup
and restore operations between different operating systems and hardware platforms®.

Scope
In a partitioned database envirenment, if no database partitions are specified, this command affects only the database partition on which it is executed.

If the option to perform a partitioned backup is specified, the command can be called only on the catalog node. If the option specifies that all database
partition servers are to be backed up, it affects all database partition servers that are listed in the dbZnodes . cfg file. Otherwise, it affects the database
partition servers that are specified on the command.

Authorization

One of the following:
+ SYSADM
« SYSCTRL
+ SYSMAINT

Required connection
Database. This command automatically establishes an exclusive connection to the specified database.

Note: If a connection to the specified database already exists, that connection will be terminated and a new connection established specifically for the
backup operation. The connection is terminated at the completion of the backup operation.

Command syntax
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One of the great things about roles is that they can be designed around your business to mirror job entities and job functions in an organization; what’s more, this design is from the top down instead of from the bottom up. 

This implicitly makes roles easier to work with and design since you can simply identify a role from a real business context, create it in the database, assign it the proper authorities or privileges, and just assign the real people that holds these roles to their corresponding database roles. 

Lets look at one simple example. <Read the example above>
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Reseni problémt

Login : Request Login

IDUG

The Worldwide
DB2 User Community

IDUG DB2 Tech Conference
DB2 10 for LUW is NEW - and IDUG has it covered!

Home Events ~ DBZ2-L & Forums ~ Tech Library = Tech Channel~ Codeplace Mews & Blogs ~ User Groups Volunteer ~ About IDUG ~

Forums & Discussions Home

A place for members, communities, and committees to have discussions online and via e-mail.
Click a category or topic to below to start the conversation...

You are currently in view only mode for this forum. Please click the appropriate below to login as a member and participate. If you are not a member, please
CLICK HERE for more information.

DB2 - L

Login and view topic Back to All Topics

Page 1 of 57 »

Replies Last Post Time
2 Mov 02, 2011 10:50 AM
10 Mo 2012 04:25 PM
0 Mo 2012 03:10 PM
tis the re ¥ 1o getthis honor 4 Mo 2012 02:18 PM
e it tio th EZ-DBEZ2 0 Mo L2012 12:48 PM
14 Mo 2012 12:10 PM
e for Be 2012 G Mo , 2012 08:32 AM
& DBZ 3 Mov 12, 2012 04:12 PM
Data Studio and Max O3S X 4 Mov 12, 2012 04:10 PM
[AD] IBEM DEZ2 for LUW Performance Tuning Class - Starts December 10th in Marylanc 0 Mov 12,2012 01:51 PM
nal DEZ Users Group shares DBE2 10 upgrade experiences from users- 13th Mo 0 Mov 12, 2012 10:10 AM
3 Nowv 12, 2012 09:16 AM
up o M 0 i

DEZ 10 upgrade = ces from users Webcast — November 13, 20

TN 100 = Y I B T cYe TPVILUIPUIEOl
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These are the commands you would use if you were assigning the privileges directly to the users. 
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Reseni problému

APAR

= problém(bug) nahlaSeny a uznany IBM supportem

Authorized Program Analysis Report

- vétsinou vyresen fix packem

1C83899: INSERTING BLOBS OF SIZE 32756 BYTES DOES NOT COMPLETE

WHEN EXECUTED IN A TRANSACTION.

A fix is available
DBE2 Version 9.7 Fix Pack 7 for Linux, UNIX, and Windows

Subscribe
You can track all active APARS for this component.

° Notify me when an APAR for this component changes.

APAR status
Closed as program error.

Error description

inserting blobs of size 32756 bytes causes an application hang

while serer is waiting to read more information from the socket.

Problem reproduces on both Informix and DB2 servers

The problem appears to be with the EXTDTA 0BJDSS and the
corresponding
NEXT D5S LOGICAL RECORD

Temporary fix

whloads -

My
Comments
'ersion ¢

APAR Information

APAR number
Reported component name
Reported component ID
PARs shipped foi REDCII"tEd release
slumn value of 1
Rwasopened.  Statys
FE
HIPER
vez o7 rix psck n SPECIAl Attention
pez prosuct o S bmitted date
.................. Closed date
012 Last modified date

Fix information

vaLoF TraiLve Fixed component name
1 STRING IN NUMI .

Fixed component ID
CROSS-SITE SCF
R

Applicable component levels
RY70 PSN

AFAR is sysrouted FROM one or more of the following:
AFAR is sysrouted TO one or more of the following:

ICB38899

DEZ2 CONMECT
DEZCONNCT
g70

CLOSED PER
NoPE
NoHIPER
NoSpecatt
2012-06-01
2012-10-24
2012-10-24

DB2 CONMNECT
DBEZCONNCT

UprP
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These are the commands you would use if you were using roles. 

Notice that not only is the syntax shorter, but much more importantly, by revoking the developer role from BOB and ALICE via a role we can be sure that all the privileges they received from this role are now gone. We “got them all” and did not miss revoking any privilege. 

This simplicity really pays off when you managing a lot of users with a lot of different privileges and the administer is rushed with lot of other things on their plate (isn't that always the case?). This is when mistakes happen and security short cuts are taken: since it involves time and effort the admin might not bother to go out and validate that the users have had all their privileges revoked as expected and none were missed. 

Roles makes this simpler, and since complexity is the enemy of security, also more secure.
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Co nikdy nedélat?

Nic nemazat
e Rozhodné nemazat logy nebo zalohy, pokud si nejsme 100% jisti,

Ze nebude ohrozena pripadna obnova databaze

« Nemazat Zzadné systémoveé soubory/objekty databaze

Zadat v PMR vysSSi severitu nez opravdu je

 Support se bude primarné starat o service requesty s nejvyssi
severitou. Uvadéni nepresné (popripadé zamérné vyssi) severity
by mohlo vést k negativnimu pFistupu supportu v pripadé

budoucich problému

Nepodcenovat vyznam zalohy a logovani

e Archivnilogovani se muze ukazat nadmérné uzitenym v pripadé
lidské chyby, stejné tak provadéni pravidelné zalohy nam usetfi

prlpadnou praC| S roIIworwardem transakci v pripadé havarie

‘ © 2012 IBM Corporation
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Moving on we are now going to discuss the concept of trusted context and how it can help in your environment.
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Dékuji za pozornost
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Trusted context is a unique feature of DB2 for LUW  that solves two key security problems
The use of a common user id by application servers when accessing  the database and 
The lack of control on when privileges can be applied to a connected user. 

The first problem is relatively well known and has been a security issue for quite some time now. In the popular 3 tier architecture, users are usually authenticated at the middle tier and the application server uses a common user ID to connect to the database; an ID that it uses to service requests for all users for all applications. While this is great from a performance perspective, since multiple users and applications can be serviced without having to rip down and recreate expensive connections, it is horrible from a security perspective. This common user id is used for authorization checking and auditing for any database access, effectively negating any database level access control and auditing at the user level. Making matters worse, this common id must be granted all privileges needed by all the middle tier’s authorization IDs, necessary to execute all requests from all users. This super ID becomes a security risk in and of itself. Wouldn't it be great if we had a mechanism that allows an actual user’s identity and database privileges to be the ones used directly for database requests performed by the middle tier on behalf of that user—without having to establish an expensive new connection every time? 

The second issue is not so much of problem per say as much as it is a unfortunately limitation : users receive all their privileges to a database as soon as they successfully connect. This is true no matter where the connection is originating from. Whether the connection is originating from a computer in the HR department, or from an insecure connection from your DBA’s home. Wouldn't it be great if we had more control of when privileges were “allowed” to be accessed? 
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